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ABSTRACT

Software vulnerability detection, which involves security property specification and verification,
is essential in assuring the software security. However, the process of vulnerability detection is
labor-intensive, time-consuming and error-prone if done manually. In this thesis, we present a
hybrid approach, which utilizes the power of static and dynamic analysis for performing
vulnerability detection in a systematic way. The key contributions of this thesis are threefold.
First, a vulnerability detection framework, which supports security property specification,
potential vulnerability detection, and dynamic verification, is proposed. Second, an investigation
of test data generation for dynamic verification is conducted. Third, the concept of reducing
security property verification to reachability is introduced.



